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Abstract—Providing cybersecurity for critical
infrastructure has become more challenging as the span
and sophistication of cyber-physical risks continue to
evolve. The potential impact of breaches, data loss, and
operability concerns continue to increase across these
complex, community-based technologically coupled
systems. This paper finds that process safety management
thinking can inform cyber-physical resilience efforts and
ongoing cyber risk management, especially for critical
infrastructure within the emergency management arc.
Keywords— Situational awareness, community resilience,
management systems, critical infrastructure, operational
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I.

INTRODUCTION

Cyber security issues, especially those in the cyberphysical risk arena are a growing concern. Technological
systems, including critical infrastructure, are becoming more
complex, making them more attractive and vulnerable to
cyber-attacks. This can be extremely disruptive and costly to
societies, especially as more information is stored in servers
and smart technologies are integrated into these systems,
creating additional points for infiltration. For example, a
failure of electricity grids and the Information and
Communication Technology (ICT) infrastructure cascades
effects across various other sectors and even communities,
posing a significant threat to national security if these systems
lose data or operational control. Further, such losses can
undermine recovery operations after a crisis, and therefore,
cyber systems impacts are reflected in the physical and
operational systems across the entire emergency management
arc.
Cyber security is a unique challenge; however, there are
opportunities to inform approaches from other humanphysical-operational risk systems, such as industrial safety,
and within that, process safety management (PSM). PSM
techniques used in high hazard, complex applications for
operational fitness and control of impact propagation can
translate to these also complex cyber-physical system
challenges we seek to address [1]. Further, cyber risk is
inherent to overall process safety management, particularly in
regards to engineering controls that rely upon SCADA
(supervisory control and data acquisition) systems.
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This paper adapts approaches from the PSM spectrum to
include and inform cyber security. In section II, the paper
introduces the evolution of generalized risk management,
situational awareness and incident data taxonomies and their
applicability to cyber security. Section III describes our
methodology to derive the connections between PSM and
cyber risk. Section IV discusses our initial results and future
work, while section V concludes this paper by examining the
applicability of PSM approaches to cyber-physical systems,
from mitigation through response and recovery.
II.

BACKGROUND

A. Historical development of risk management
Systematic risk management systems tend to mature in a
common progression [2]. This evolution is generally
triggered by an event that is ineffectively managed, triggering
public reaction, which leads to laws and regulations, and
eventually grows into a more proactive, mature management
system approach. It is reasonable to assume that cyber
security risk management will develop in a similar
progression, as is indicated by its current state. Reaction to
event failures, need for reliable operations, reputational
impacts, etc. have pushed industrial risk management
forward toward recognition of social responsibility, and
driven a need to become more proactive and focused on
prevention. While cyber risks are not completely analogous
to process failures, we postulate that these same systemic
drivers will continue to occur in cyber risk management over
time. Integrating our risk knowledge and capabilities within
a management system structure provides a powerful tool to
manage and mitigate risks.

Fig. 1: Historical development of systemic risk management developed by
Schneider et al. [2]

B. Role of event data in risk and emergency management

C. Risk impact taxonomies

Development of a comprehensive risk management
system requires a complete suite of emergency management
approaches including hazard and risk identification,
prevention, mitigation and incident response. While access to
data and information is important along the entire emergency
management arc, it is particularly critical in two phases, as a
‘lessons learned’ opportunity for mitigation of future
vulnerabilities and as an ongoing source of situational
awareness for responding to unfolding events. In both cases,
event data informs decision-making. Situational awareness
and sense-making in cyber risk management is different than
traditional PSM event response. Typical cyber datasets have
a high noise ratio, across the multiple data feeds of intrusion
detection, firewall logs, information management systems,
etc. Certainly, traditional PSM also employs data from
multiple sources, but the event rate is much lower. For this
reason, cyber operations centers rely heavily on humans to
evaluate to data and to determine when to respond. When
capture rates increase, analysts must determine if tools and
methodologies are more effective or if malicious event rates
are increasing, or both, through triage, escalation, threat, and
incident response [3].

i. Heinrich’s Safety Triangle

The methodologies for cyber risk sense-making are
similar to traditional PSM and employ a loop format which
follows an ‘observe-orient-decide-act’ (OODA) process,
however the orient or data triage portion for cyber is rather
complex [4]. The critical systems of critical infrastructure
employ both software and data that are security related (data
that is private) and safety related (operational).
Fundamentally, security denotes that the process is
unharmed, and safety denotes the process does not harm the
world. This general orientation difference is notable for
process safety versus cyber security. Further, it reflects the
malicious actor mode (attacker/defender) that is part of cyber
security. The DHS CFATS (Chemical Facility AntiTerrorism Standards) regulation for chemical safety is
notably process security oriented [5]. Regardless of the safety
or security orientation, risks are not static, and therefore,
assets (human, physical, operational) must be protected,
threats and risks evaluated, and known vulnerabilities
monitored. Despite privacy and reputational challenges,
development and analysis of incident data both internally and
as part of an external shared data repository allows experts to
learn from collective experience and improve overall
management. This is especially important as connectivity
between cyber-physical systems of critical infrastructure
increase, and new vulnerabilities arise. Others have shown
that even attacker- defender incident analysis benefits from a
severity level model, and that the attacker has the advantage
even with hardening and increasing reliability by back up [3,
6, 7, 8]. Data can support assessment of controls, lessons
learned from incidents, identification of trends and changes
and emerging risks [3, 8].

The gains in risk management in the process industries
has resulted from the use of ever improving operational,
human, and organizational information. As safety
engineering matured in these environments, various system
failure analysis tools were employed to further illuminate
incident analysis. Decades ago, W. H. Heinrich described
accident causation as a chain of conditions or events [9],
which resulted in injury and developed a theory for accident
occurrence that found that for every 300 near misses there are
29 major injuries and 1 serious injury or fatality (Figure 2).
This hierarchy introduced the idea that there were occurrence
ratios between incident severities, namely that lower severity
incidents occurred more often than higher severity incidents,
and if low severity occurrences were mitigated, higher
severity were less likely to occur (or severity would decrease)
[9]. We show injury examples here as a simple method to
visualize the severity of impact, though this severity can be
represented broadly across incident modalities.
While this theory has been of some debate [10,11], this
type of thinking has evolved into a more systems driven and
holistic view of risk management, becoming more proactive,
predictive, and mitigative earlier in incident arcs, particularly
in PSM applications in high hazard industries, expanding
intervention and prevention actions and opportunities. The
hierarchy does not illustrate a causal relationship between
severity types, but rather illustrates the proportional
relationship between impact severity types; for example, that
low severity or near miss incidents are more likely to occur
than high hazard incidents. Kupers, et al. noted in a similar
cyber incident study that over time the rise in total incident
occurrences was due to a rise in lower impact incidents, not
major ones [6]. In fact, while there are instances where high
impact incidents seem to be the ‘first’ occurrence in PSM,
this is generally considered an indicator that management did
not record lower impact incidents, or they were somehow
hidden from view. The idea that all incidents, regardless of
severity, are indicative of risk has been influential on the
development of safety management systems. If cyber security
has occurrence ratios, it may be useful for organizations to
prevent cyber security impacts by managing root causes of
near misses and lower impact incidents as a part of an overall
risk management strategy. Further, typical incident
management also continuously assesses the upper control
limits for incident rates to determine if there is a process
anomaly occurring that can be addressed.

Fig. 2: Hierarchy of safety incidents developed by Heinrich [3]
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Fig. 3: Cyber security hierarchy for theft from an individual perspective

Fig. 5 Generalized PSM system

IV.

RESULTS

A. Generalized PSM elements
Fig. 4: Cyber security hierarchy for sabotage from a critical infrastructure
(organizational) perspective

ii. Developing a Taxonomy for Cyber Security Risks
A taxonomy of operational cyber security risks was
developed by Cebula and Young [7] merging taxonomies
from the Federal Information Security Management Act
(FISMA), National Institute of Standards and Technology
(NIST), and CERT Operationally Critical Threat, Asset, and
Vulnerability Evaluation (OCTAVE) method. The taxonomy
is broken into four categories of risks: actions of people,
systems and technology failures, failed internal processes,
and external events. Actions of people includes deliberate
actions, such as fraud, sabotage, theft, and vandalism. Other
authors divide by type into operational disruption, sensitive
data loss, software vulnerabilities resulting from external
threat, insider threat and mistake [6].While these taxonomies
describes the different types of risks, and modes, neither set
provides a hierarchical structure for understanding risk by
impact severity. Heinrich’s ‘Safety Triangle’ can be adapted
for categorizing types of cyber security incidents. Figures 3
and 4 show examples of theft and sabotage, one from the
perspective of an individual and another from the perspective
of an organization. Note that the examples chosen are just a
sample of what could be classified in this hierarchy.
III.

METHODOLOGY

Since we are examining the usefulness of PSM approaches
to cyber risk management, we begin by assessing the
approaches of the major PSM standards for cyber incident
focus. Due to the need for situational awareness both in PSM
and cyber, we then examine an available case dataset to
determine if generalized safety situational data hierarchical
knowledge can be translated to cyber risk management.
Given our preliminary assessment, we then suggest potential
mitigation and management methods that can be refined for
cyber incident risk management.

978-1-7281-5092-5/19/$31.00 ©2019 IEEE

There are several areas where PSM is especially applicable to
cyber systems, and where cyber is also a critical component
of PSM itself. See Figure 5 above.
i. Hot work, allowing work, under permit, that is inherently
hazardous and completed by specially trained individuals,
with interventions and controls available. Typically, in PSM,
the work is actually ‘hot’, meaning that fire or chemical
release could result. Such work requires management
approval by documented permit for the specific case. In cyber
systems, this is analogous to the system supervisor directly
intervening while it is operational.
ii. Contractors are only allowed to interact with the process
under controlled conditions, with approvals. Contractors
must also be specifically trained for the conditions and
actions they will encounter, and are responsible for
maintaining system (and data) integrity, particularly because
contractors can be brought in for specialized expertise or
support functions. This need is aptly demonstrated in cyber
driven systems.
iii. Change Management requires that any operational
modification be documented and approved prior to
implementation, important in any hazard propagation.
iv. Information analysis requires documentation of
operational information to inform current and future
performance. This is especially important after an incident,
be it cyber or traditional PSM risks.
B. Comparison of PSM standards regarding cyber risk
Strikingly, while many experts acknowledge the need for
control of cyber borne risk as part of PSM, a comparison of
the major PSM standards shows that not all PSM
management systems explicitly acknowledge cyber as an area
of focus. See Table 1 [5, 12-21].

Table 1:COMPARISON OF PSM GUIDELINES AND REGULATIONS

C. Preliminary Data Analysis
Knowing that an IDS (filter) system is analogous to a
guard and an incident log, we examined an available cyber
filter dataset of email. We extracted and cleaned an available
dataset of 40,761,709 events collected over thirty consecutive
days from June 27, 2019 to July 29, 2019. There are many
limitations to this dataset, namely, it is from a single source
email system, with a specific IDS (filter), examines only a
limited timeframe and is not a PSM operational network.
Nevertheless, the data did allow us to explore the efficacy of
hierarchical incident occurrence. Interestingly, the analysis
showed that 98% of the events were stopped due to reputation
filters, and approximately 1% were invalid receipts, with
spam, virus, malicious URLs and content filters representing
much less than 1% of the traffic. Further, the results showed
that the incident rates generally were within control limits,
with few excursions. UCL is the Upper Control Limit for the
filter for each type of incident, which represents the level
beyond which the filter loses control on the process (fails to
prevent the incident). On the figures, ‘Max’ is the highest
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number of occurrences for each incident during that period of
time. For each type, the interquartile range, first and third
quartile, and median are presented. Figure 7 shows
comparison on the performance of the filter in controlling
spam detected and invalid recipient incidents that occurred
during the thirty day period. Figure 8 represents a comparison
of the performance of the filter in filtering viruses, messages
with malicious URLs, and incidents by content and shows
that the filter failed to stop incidents involving invalid
recipients where the highest number of occurrences (max) has
gone beyond the UCL. The detected spam incidents remained
under control (the highest number of detected spam incidents
is below the UCL of the filter). While the filter could detect
and control viruses and messages with malicious URLs, it
may not have performed as well with other questionable
content.

sanitized identifiers needs to be available. Publishing such
data may inform those who wish to continue nefarious acts,
and it is likely that reputational concerns also prevent
publication.

Fig. 7: Filtered intrusion dataset analysis for spam and invalid recipients

Our cyber data does compare to PSM incident data in that
the filter is comparable to an engineering control or ‘guard’,
and each occurrence is a near miss that was mitigated. In that
sense, this does show the sheer magnitude of near miss
occurrence opportunities that exist in cyber security, and the
need to have highly effective mitigations, and attempt to
reduce the severity and frequency overall. However,
improving controls may not always mitigate severe events as
the malicious actor will continue to get smarter and more
creative over time. Nevertheless, we have no choice but to
continue to do so.
This knowledge can also inform actions across the
emergency management arc, and provide more effective
response to events, even those occurring outside cybersystems. Fundamentally, ICT systems are integral to our
community’s critical infrastructure, including our emergency
management processes. The volume of malicious attempts
requires highly informed and capable expertise to extract the
meaningful information from the noise and the ability to react
to it, particularly in emergent situations, whether the
community understands the source of the risk or simply the
downstream impact, or even if the cyber system is simply the
method of transmission of risk.

Fig 8: Filtered dataset analysis for virus, malicious URL and content filter

As stated earlier, data is most important in providing
situational awareness to identify and resolve unfolding
incidents and for after action analysis to improve systems that
have been compromised. To that end, this data does not serve
that interest, except that the upper control limit excursions are
a signal that there may be a material change in the status of
the protection system. This dataset also does not include
intrusions that were not identified or captured, and thus are
dangerous and may propagate further impact in the system,
perhaps undetected.
IV.

DISCUSSION AND FUTURE WORK

The data we examined is not a full occurrence dataset,
admittedly, it represents incidents that were actually
disrupted and does not include event impact. Unlike
generalized safety management or specific PSM, there is no
source of publicly available validated cyber focused incident
data. Casson Moreno, et al. [19] extracted 300 cases from
nine chemical industry related incident repositories and
showed that 11% of PSM reported incidents studied included
a cybersecurity actor. This result is likely a small fraction of
actual cases. In the last few decades, ‘honeypot’ models have
proliferated in cyber security as a way to attract cyber-attacks
and steer them away from truly critical systems. These
honeypots are a rich source of cyber incident data, but none
are complete [20]. In order to fully understand the distribution
and impact of cyber incidents, a repository with appropriate
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V.

CONCLUSIONS

Cyber security risk management is challenging. There
are a number of gaps necessary for the field to address as it
builds more robust cyber security management systems, and
the evolution of process safety risk management systems
provides insights for ongoing efforts to achieve more robust
cyber security management as part of the critical
infrastructure emergency and overall risk management. As
many have suggested, effective reporting and collection of
cyber incident data is a major step to mitigating these risks,
not only for analysis, but also to understand overall
occurrence rates [21, 22, 23] and manage these risks. The
suite of tools currently available to cyber does reflect typical
risk management: access controls based upon approvals
(limiting exposure or administrative control), and finally,
depending upon the user to ensure security or safety through
password protections (protective equipment). As we know,
depending upon individual choice introduces human error
and relies upon the user to make the right choice. Controls
that employ personal responsibility are the least effective, in
the same way that passwords, remembered and used by
individuals, are also least effective.
As shown in Fig. 1, these steps toward cyber safety and
security are not simply for managing risk, but also will
become more important as cyber performance and protection
becomes an integral consideration of corporate and social
responsibility. Microsoft developed a Hierarchy of
Cybersecurity Needs that asserts that individuals’ cyber

needs extend beyond merely having sustained access to ICT
[24], as is the case with many existing social responsibility
frameworks, such as ISO 26000:2010 [25] and the
Sustainable Development Goals (SDGs) [26]. The Hierarchy
developed by Microsoft proposes that companies should seek
to first provide access to ICT, but beyond access companies
must ensure reliability and predictability, followed by
connectivity with other users and trust that their network is
secure in order to reach an optimum state of internet usage
[24]. As cybersecurity management evolves and transitions
away from a reactive approach to a more proactive, socially
responsible approach, corporates should consider how they
can operationalize this hierarchy to help their customers
achieve optimum usage. This will not only improve the
company’s societal impact, but also is an opportunity to set
the company apart from its competitors.
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