


educational efforts. The JTF was a collaboration between major
international computing societies consisting of IEEE Computer
Society (IEEE CS), Association for Computing Machinery
(ACM), Association for Information Systems Special Interest
Group on Security (AIS SIGSEC), and the International
Federation for Information Processing Technical Committee on
Information Security Education (IFIP WG 11.8). The JTF grew
out of the foundational efforts of the Cyber Education Project
(CEP).

After much community involvement such as public reviews,
presentations at professional conferences such as Women in
Cybersecurity (WiCyS) 2016, CyCon US 2016: International
Conference on Cyber Conflict, = CUBERSEC: European
Cybersecurity Forum 2016, and the 2016 & 2017 Colloquium
for Information Systems Security Education (CISSE), in
December of 2017, the Joint Task Force on Cybersecurity
Education published Cybersecurity Curricula 2017: Curriculum
Guidelines for Post-Secondary Degree Programs in
Cybersecurity (CSEC2017) [1], representing a new discipline in
ACM's Computing Curricula Series. The eight knowledge areas
and their definitions from CSEC2017 at the bachelor degree
level are shown in Fig. 1.

Data Security Focuses on the protection of data at rest, during processing, and in
transit. This knowledge area requires the application of

mathematical and analytical algorithms to fully implement.

Software Security Focuses on the development and use of software that reliably
preserves the security properties of the information and systems it

protects.

Component Security Focuses on the design, procurement, testing, analysis and

maintenance of components integrated into larger systems.

Connection Security Focuses on the security of the connections between components

including both physical and logical connections.

System Security Focuses on the security aspects of systems that are composed of

components and connections, and use software.

Human Security Focuses on protecting individuals’ data and privacy in the context of
organizations (i.e., as employees) and personal life, in addition to

the study of human behavior as it relates to cybersecurity.

Organizational Security | Focuses on protecting organizations from cybersecurity threats and
managing risk to support the successful accomplishment of the
organization’s mission.

Societal Security Focuses on aspects of cybersecurity that broadly impact society as

a whole for better or for worse

Fig. 1: CSEC2017 Knowledge Areas [10]

III. ASSOCIATE CYBERSECURITY CURRICULUM DEVELOPMENT

A. CCECC and Cyber2yr Task Force

The ACM Committee for Computing Education in
Community Colleges (CCECC) serves and supports community
and technical college educators in all aspects of computing
education, with a focus on producing curriculum guidelines for
associate-degree programs in ACM-recognized computing
disciplines. Based on the work of the CSEC2017 Task Force,
the CCECC is leading creation of a similar set of guidelines for
cybersecurity programs at the associate-degree level, called
Cyber2yr.

The Cyber2yr (Cybersecurity 2-year) task force consist
of 10 community college educators who have been working
collaboratively since April 2018 to create Cyber2yr, formerly
known as CSEC2Y. Two drafts, known as StrawDog and
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IronDog were presented and available for public feedback
between February and August 2019. The curriculum was
presented at the Association of Computing Machinery (ACM)
SIGCSE Technical Symposium, Community College Cyber
Summit (3CS), ACM International Innovative Technology in
Computer Science Education (ITiCSE), IEEE NoVA Education
Technical webinar, and the 2nd Annual Virginia Cybersecurity
Education Conference. The task force is incorporating collected
feedback on the curriculum, creating rubrics, and collecting
program examples from a variety of Cybersecurity programs at
the associate level, with the goal of final delivery in January
2020.

B. Cyber2yr Design

All eight of the Knowledge Areas (KAs) from CSEC2017
were selected for inclusion within Cyber2yr. However, not all
Knowledge Units (KUs), nor all topics within the KUs from
CSEC2017 were appropriate for associate level programs. Each
KU was identified with one of three indicators. The three
indicators used were all, meaning every associate degree
program should include, some, meaning that a few may include
and none, meaning that no associate level program would
include. The knowledge units identified as being in some were
relabeled as “Supplemental” and the areas that all should
include were relabeled as “Essential”. Of the topics included in
CSEC2017, 35.2% were essential and 42.4% were found to be
supplemental. The remaining 22.4% of topics were found to be
not appropriate at the associate degree level, as seen in Fig. 2.
Fig. 3 shows the distribution of KA topics in Table 1 at the
associate level.

Fig. 2: Distribution of CSEC2017 Knowledge Areas for Cyber2yr [11]

Fig. 3: Distribution of CSEC2017 Topics for Cyber2yr [11]



The curriculum StrawDog and IronDog drafts [10,15] had
the Essential KAs and KUs as listed within Table 1. The
majority of these KUs are also found within the supplemental
items, excluding component design, component Procurement,
component reverse engineering, physical interfaces and
connectors, hardware architecture, business continuity and
Incident management, and cybersecurity planning. Additional
units within the supplemental include physical media, analytical
tools, security program management, personal security, data
privacy, and information storage security.

Table 1: KAs and KUs for StrawDog & IronDog

Knowledge Area | Knowledge Units

Data Security Cryptography, Digital Forensics, Data
Integrity And Authentication, Access
Control, Secure Communication Protocols,
Cryptanalysis, Data Privacy, And Information
Storage

Software Fundamental Principles, Design,

Security Implementation, Analysis And Testing,
Deployment And Maintenance,
Documentation, And Ethics

Component Component Design, Component

Security Procurement, Component Testing, And
Component Reverse Engineering

Connection Hardware And Physical Component

Security Interfaces And Connectors, Distributed

Systems Architecture, Network Architecture,
Network Implementations, Network Services,
And Network Defenses

System Access, System Management, System
Thinking, Systems Control, System Testing,
And Common System Architectures

Identity Management, Social Engineering,
Personal Compliance With Cybersecurity
Rules/Policy And Social Norms, Awareness
And Understanding, Personal Data Privacy
And Security, And Usable Security And
Privacy

Management, Security Governance And
Policy, Systems Administration,
Cybersecurity Planning, Business Continuity
And Incident Management

Cybercrime, Cyber Law, Cyber Ethics, Cyber
Policy, And Privacy

System Security

Human Security

Organizational
Security

Societal Security

There are six main themes, referred to as cross-cutting
concepts within Cyber2yr, which are woven throughout the
guidelines, including

e Confidentiality, rules that limit access to system data
and information to authorized persons;

e Integrity, assurance that the data and information are
accurate and trustworthy;

e Availability, the data, information, and system are
accessible;

e Risk, potential for gain or loss;
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e Adversarial thinking, a process that considers the
potential actions of the opposing force working against
the desired result;

e Systems thinking, a process that considers the interplay
between social and technical constraints to enable
assured operations.

C. Competencies, Blooms, and Frameworks

Cyber2yr further differs from CSEC2017 by focusing on
student achievement in terms of competencies (Fig. 5) and
learning (Fig. 4) outcomes instead of topics. Each KA within the
framework has three to five high-level competencies and
associated learning outcomes. The competencies follow the
definition presented in Modelling Competencies for Computing
Education beyond 2020: A Research Based Approach to
Defining Competencies in the Computing Disciplines [16]:
“Competency integrates knowledge, skills, and dispositions and
is context-situated.” Knowledge (“know-that”) refers to
“mastery of core concepts and content knowledge.” Skills
(“know-how”) are “qualities that people develop and learn over
time with practice and through interactions with others.”
Dispositions  (“know-why” and “know-yourself”) include
“attitudinal, behavioral, and socio-emotional qualities of how
disposed people are to apply knowledge and skills to solve
problems.” Context is the setting in which competencies
manifest, the “authentic situations related to problems/issues
and aspects of work.” The student learning outcomes were
added to provide more detailed student expectations than the
competencies alone and may serve as a course or lesson learning
outcomes. The learning outcomes focus on what students can do
over merely what students may know. Both the competencies
and learning outcomes are expressed using action verbs from
Bloom’s Revised Taxonomy.

Use historical ciphers, such as shift cipher, affine cipher, substiution
cipher, Wigenere ciphar, ROT-13, Hill cipher, Enigma miachine, and
others, o encrypt and decrypt data.

Apply fundamentsl design principles including least privilege, open
design, and abstraction

Discuss security threats and risks to both hardware and software in
component procursment, swch 3s makvare attached during
manufzacturing or transportation.

Compare the OS] model and the TCRIP model.

IBustrate how different management components protect the operating
sy=stem from atisck.

Appraise individusl responsibilties related fo cyber hygiens, such as
password creation, mainienance, and storags; mitigation tools;
identification and uss of safe websites; and identifying and using
appropriste privacy s=tings.

Summarize significant nations! and intemational laws that relate o
cybersecuriiy.

Distinguish amang sthical hacking, nuisance hacking, sctvist hacking,
criminal hacking, and acts of war.

Investigate cultural differences in the existence of privacy norms and
boundaries.

Fig. 4: Sample Subset of Learning Outcomes [11]



Analyze the security of a software system and its related data and apph
SECUre programming praciices.

Implemant policies and procedures in accordance with national and
imtzmational laws to protect information sscurity.

Distnguish and mitigate wulnerabiliies of system comganents.

Ewsluate and describe organizational policies, rules, and norms with
sacurity imphcations.

Surmarize the components of a business continuity plan that ensures
rminimal down time and quick recovery in the face of cybersecurity
incidents or natural disasters.

Describe trends in human behavior which pose risks to individual and
organizational privacy and security.

Fig. 5: Sample Subset of Competencies [11]

The Cyber2yr curriculum guidelines have also been
influenced by the CAE-CD 2Y 2019 knowledge units
(requirements of the NSA and DHS National Centers of
Academic Excellence in Cyber Defense [12], and the NICE
Cybersecurity Workforce Framework [13] and the ACM Code
of Ethics [14] as seen in Fig. 6. Mathematics has not been
addressed at a specific level within the curriculum guidelines
due to the diversity within the regional and degree design. The
Cyber2yr recommendation is that each program include
sufficient mathematics to meet the cybersecurity outcomes for
the program.

« Qutline via appropriate methods, and using industry standard terminology,
cybersecurity-related issues within an organization as they pertain to Confidentiality,
Integrity, and Availability NICE Analyze, Operate and Maintain

* Assess and respond appropriately to various risks which can affect the expected
operation of information systems. NICE Protect and Defend

# |nvestigate current and emerging cyberthreats and incorporate best practices to
mitigate them. NICE Operate and Maintain, Collect and Operate

« Apply appropriate countermeasures to help protect organizational resources based on
an understanding of how bad actors think and operate. NICE Protect and
Defend

e Discuss how changes in one part of a system may impact other parts of a
cybersecurity ecosystem. NICE Protect and Defend

Fi

=

g. 6: Cross-Cutting Competencies with Blooms & Nice Framewoork [11]

D. Importance of Cyber2y

Due to the high number of cybersecurity job openings
currently and expected by 2021 as seen in Fig. 7 from the Aspen
Cybersecurity group, employers are going to need to rely on a
cybersecurity workforce without a bachelor or higher degree.
This is where Cyber2yr becomes critical in defining the essential
knowledge, skills, and dispositions of any -cybersecurity
professional upon entering into the workforce or continuing into
an upper level undergraduate program.
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timated Open US Cybersecurity

Fig. 7: Estimated Open U.S. Cybersecurity Jobs [17]

E. Next Steps for Cyber2y

The Cyber2y task force will continue to refine the learning
outcomes and competencies, while building a cross-walk to
other frameworks, collecting cybersecurity program examples
to be shared on the CCECC website, and finalize the Cyber2y
Curriculum Guide by January 2020 and available on the
Association for Computing Machinery (ACM) Committee for
Computing Education in Community Colleges (CCECC)
website located at http://ccecc.acm.org/.
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